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Horizon 2020 is the financial instrument implementing the Innovation Union, a Europe 2020 flagship initiative aimed at securing Europe's global competitiveness. Running from 2014 to 2020 with an €80 billion budget, the EU’s new programme for research and innovation is part of the drive to create new growth and jobs in Europe.
Horizon 2020 covers security issues under its “Inclusive, innovative and secure societies” activity line, as stated in the Commission’s proposal. According to the proposal, the focus of activities will be to:
Fight crime and terrorism;
Strengthen security through border management;
Provide cyber security;
Increase Europe’s resilience to crises and disasters;
Ensure privacy and freedom in the Internet and enhance the societal dimension of security.
EOS welcomes the Commission’s proposal and urges the European Parliament and Council to ensure that sufficient resources
are allocated to the area of security in the final adopted programme.

More than ever, the objectives of the security market need to be strongly embedded in EU research policies, particularly in
Horizon 2020 (H2020). Research and Innovation (R&I) activities could have a catalysing effect, responding not only to the needs
of the European security market but also to the more dynamic, growing and highly competitive international market, where
R&I can really foster the development of a competitive European security industrial base capable of its own innovation as the
essential part of a European industrial security policy.
Security R&I must be a key pillar of the new EU Security Industrial Policy, supporting the competitiveness of the whole security
market supply chain, including specific important advantages for the participation of SMEs and promoting the insertion of large
integrators, SMEs and RTOs in a cost-effective production system for the final benefit of users’ and citizens’ security and safety.
The dialogue and the efforts in the frame of the European Security Research Programme (ESRP) have played an important role
in starting to reduce the fragmentation of the European security markets. Yet, despite encouraging efforts with the ESRP and
first initiatives for a Security Industrial Policy (SIP), there is still no clear leadership coming from the European institutions toward implementing effective and comprehensive approaches in the different security sectors. No PPP is currently foreseen in
the security domain in the framework of H2020.
It is important to envisage those R&I priorities and actions for H2020 that will allow R&I results to provide the necessary contribution to securing societies and sustaining economic growth and jobs in Europe and the competitiveness of our industry and
research centres. The effective increase of competitiveness of European security solutions and services suppliers and the creation of a strong European security industrial base will need to introduce innovative approaches for security R&I in H2020 and
should leverage on the following recommendations.
1. Provide answers to political, societal and economic challenges
Political, operational and economic fragmentations at national and EU level still exist, causing lack of scale of advantages, inefficiency in the use of resources and reducing the competitiveness of the offer of European security technology, solution and services providers as compared with more integrated or bigger markets.
In order to respond to these challenges and better consider operational needs according to EU security policies (compliant with
MS sovereignty) and the socio-economic acceptance of security solutions to reduce uncertainties in market implementation,
we suggest to:
1.1 Define, in a coordinated public – private dialogue, missions, needed capabilities and functionalities of innovative
solutions, to better tackle security policies and legal challenges.
1.2 Adopt a privacy-by-design methodology (linked to a security / resilience - by - design approach) answering to sociEOS 2013©
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etal challenges.
1.3 Foster the R&I of technologies that solve security issues without hampering business operations or, better, while
considering economic challenges, improving them.

2. Support threat evolution and perception of new challenges
In order to validly support the Internal and External Security Strategies and the evolutions of threats and perceived new challenges of a different nature (economic, political, societal) we suggest:
2.1 Deepening activities launched in FP7 on:
 Border Control (supporting implementation of EUROSUR and smart borders).
 Protection and Resilience of Critical Infrastructure and Services (passengers and goods transport, critical supply
chains, energy networks, finance, vital fluids and food, health).
 Collective prevention and response in case of disasters / crisis management (better considering environment
security and disasters caused by climate change), Civil Protection.
 Security of the citizens (fight against violence, crime and terrorism).
2.2 Inserting new topics for security R&I with challenging requirements:
 Security and Safety of the Cyber Space.
 Technology support to the synergies between the internal and external European security strategies
(operational missions focused on civilian applications and “bridging technologies”).
 Urban (smart cities) Security & Resilience.
 Smart security (intelligent / collaborative systems that can collect information from multiple sources and provide faster awareness and “smarter” security in case of unexpected events and complex situations).
2.3 Tackling transversal Issues:
 Socio-economic dimensions.
 Legal and liability issues.
 Standardisation, interoperability, validation and certification.
 Key innovative technologies (e.g. CBRNE sensors, UAS & robots, new materials for security etc.).
3. Provide answers to risk and impact challenges with definition of harmonised operational requirements
Though security is managed at the local, regional, and national level, the identification of risks and the impacts of threats
should be driving the European security policies and their actions, including the definition of R&I priorities and possible mitigation solutions, in a cross-sectorial and multi-lateral approach. A systemic risk analysis and a better understanding of cost / impacts (following the said analysis) would allow a harmonised definition / convergence of operational requirements (when
needed / possible, across countries, regions) specific to each sector. This analysis will allow a more appropriate development of
solutions in a capability approach.
The definition of risk and impact challenges will guide the definition of harmonised operational requirements as in the following suggestions:
3.1 Develop an effective Public - Private Dialogue and cooperation between EC and MS representatives with main private
stakeholders for the definition of specific guidelines and regulations (rules and regulations must be adapted to speEOS 2013©
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cific security challenges) and an EU wide definition (when possible) of operational requirements (technical, procedures) supporting EU security policies (compliant with MS sovereignty). Creation of expert task forces coordinated
by EC services, capable to deal, when needed, with sensitive issues, better matching political needs with users and
technology / economic driving factors.
3.2 Develop a Security R&I Agenda which is Risk / Impact and as much as possible User/ Operator driven, linking the proposed EC task forces with the EC Programme Committee and other EC Advisory Groups.
3.3 Develop improved monitoring for Security R1I results and future strategies.
4. Provide improved R&I mechanism in end to end approach, closing the gap research / market
Research mechanisms should better satisfy economic needs by tackling issues through a global approach and strategy. The
objective should be to deliver R&I results that can be deployed and used in the market, supporting competitiveness and sustainability of the offer. R&I strategy and activities should be inserted in a virtuous end to end approach: from research to innovation, linked to procurement and use, leveraging upon EU regulations, standards and certifications.
Security R&I should cover the whole development chain:
4.1 Fundamental / Basic Research.
4.2 Traditional R&D projects (CP, IP): “self-standing R&D projects”.
4.3 R&I projects coordinated in comprehensive Roadmaps (including definition of operational needs, research, integration, demonstration, test and validation up to certification) commonly agreed in a public – private dialogue, to develop capabilities based upon risks and impact evaluation.
R&I in more mature (political or technological) areas or demanding sectors (e.g. maritime surveillance, cyber security)
could be tackled in an end-to-end approach from low TRLs to procurement and implementation, with the creation of European Programmes for specific sectors via European Innovation Partnerships and the Knowledge and Innovation Communities (linking business – users and suppliers, research and education).
5. New EC instruments to support competitiveness
New instruments as envisaged in the Security Industrial Policy must be adapted to specific challenges:
5.1 European performance-oriented standards, technology neutral, in an “EU standardisation framework” that can
better follow rapidly evolving needs and which foster the development of EU references for the global market
should be developed when needed.
5.2 Pan-European validation and certification schemes should be developed to reduce costs and create stronger European references (“EU security label”) for export.
5.3 nPre Commercial Procurement (PCP) should be used to fill the gap from research to market toward higher TRLs (up
to 8 / 9) and foster further coordination of public procurement.
6. Provide answers to implementation challenges
Within H2020, simplifications of previous FP7 procedures for the fast implementation of projects in an international, competitive environment with an end-to-end comprehensive approach are expected. Yet, these should be adapted to the nature of the
security R&I, otherwise they could cause new constraints or inadequacy of the used resources, thus leading to useless efforts.
Rules and regulations for implementation of H2020 in the security sector, particularly those concerning Intellectual Property
should not hamper the participation and contribution from the European industry and RTOs with high level technology, or we
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will obtain the opposite result of increasing jobs and growth in Europe.
Most importantly, SME participation needs to continue to be encouraged (with specific benefits) as it is clearly recognised that,
especially in Europe, SMEs are the engines for growth, particularly during periods of economic recovery. Thus, we suggest:
6.1 Simplified rules & mechanisms for R&I allowing easier funding of urgent solutions for new perceived threats, administrative cost reduction, higher speed in implementation of contracts, appropriate management of IPRs
linked to R&I projects that do not penalise owners’ rights.
6.2 Security R&I should have a higher percentage of funding considering the market constraints and a specific budget
for participation of users in projects should be envisaged (100% funded), with specific additional encouragement and benefits for SMEs.
6.3 EC budget for Security R&I should be “proportional” to the market size and the political importance of security to
EU Member States, to face growing threats and support EU competitiveness. An average budget of about EUR
400 million/y would be needed and linked to other EU funds (e.g. ISF, TEN, EuropAid, Regional, CEF, etc.) in
pilot actions for validation and deployment
For more information, read EOS’s “Non Paper on Security R&I and H2020” .
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